Anywhere, Anytime Wireless Protection



EXECUTIVE SUMMARY

AirDefense Enterprise™ is the most powerful Wireless Intrusion Prevention System (IPS) available. Having pioneered the feld of
wireless IPS, AirDefense continues lead in innovation with 24 patents pending or granted. The AirDefense Enterprise solution provides
complete protection against wireless threats, policy compliance monitoring, robust performance monitoring and troubleshooting, and
location tracking in an appliance that can scale to meet the largest global organizations’ needs.

COMPREHENSIVE INTRUSION DETECTION

AirDefense Enterprise provides the most comprehensive detection of wireless
intrusion attempts. By analyzing existing and day-zero threats in real-time
against historical data, AirDefense Enterprise is able to accurately detect
all wireless attacks and anomalous behavior. With context-aware detection,
correlation and multi-dimensional detection engines, AirDefense detects only
meaningful security events and maintains the lowest rate of false positive
alarms. This next-generation wireless protection platform offers the industry’s
most extensive event library, with more than 200 security and performance
events. i
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Wireless vulnerabilities detected include reconnaissance (ad hoc stations,
rogue APs, open/misconfgured APs), sniffng (dictionary attacks, leaky APs, | :
WEP/WPA/LEAP cracking), masquerade (MAC spoofng, evil twin attacks/Wi- \
Phishing attacks), insertion (man-in-the-middle attack, multicast/broadcast
injection) and denial-of-service attacks (disassociation, duration feld spoofng,

RF jamming). NG J
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AirDefense allows administrators to easily distribute and process alarms in enterprise deployments:
e Customized alarm views, notifcations and priorities

 Flexible querying and fltering

e Third-party integration

AUTOMATED PROTECTION

AirDefense responds automatically to wireless threats by stopping the device ="~ B
involved before it is able to cause damage to the network. By responding on [ e e L it &
both the wireless and wired networks, AirDefense is the industry’s most secure

wirelessintrusion prevention solution. AirDefense performs targeted terminations
ensuring that only the correct intruders and rogue devices are disconnected.
The system maintains a record of termination actions to allow for a reliable
audit trail. AirDefense also complies with FCC regulations and eliminates the

liability that could be associated with stopping a device wirelessly. 1 —— e LT
AirTermination™ s -y | -]
AirDefense can mitigate wireless threats via the air by disabling wireless 1 - -8
connections between intruders and authorized devices. AirTermination is ' £ ;.

extremely precise ensuring that only the offending device is prohibited from
operating.

Wired-side Termination
AirDefense identifes the switch port to which offending devices are connected and turns it off thus preventing the rogue device from
accessing the network.



ELIMINATE ROGUES CONNECTED TO THE NETWORK

Rogue devices are a serious threat to enterprise security. A single rogue /4 .. i Py s 5 e s [l T e i J_L._\
access point can allow an attacker to gain full access to your internal network. [ e - e e

AirDefense can identify any rogue device and disable it automatically. AirDefense
Enterprise identifes rogue devices and determines if they are connected to
your internal network. By analyzing wireless traffc, AirDefense can determine
the level of threat that a potential rogue poses to your organization. This allows
administrators to ignore neighboring devices and focus only on the rogues that
present a serious threat.
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This advanced analysis also ensures that neighboring wireless devices are not
misclassifed as a rogue. Accuracy is essential as less sophisticated Wireless
IPS systems can easily disable a neighboring access point by mistake opening
your organization to unwanted liability.

DEVICE THREAT LEVEL Highest Risk
Neighboring AP Connected to Unauthorized AP Connected Station Rogue on
Neighboring AP in Building Transferring Data the Network

COMPLY WITH ENTERPRISE & REGULATORY POLICIES

AirDefense Enterprise allows administrators to defne, monitor and enforce wireless LAN policies in the areas of security, performance,
usage and vendor types. Organizations can minimize vulnerability by ensuring that wireless devices are using the proper security
protocols. Mis-confguration is one of the most common causes for wireless security breaches. When a device is found to be non-
compliant, AirDefense notifes the administrator of the exact discrepancy.

AirDefense includes variety of regulatory compliance reports for retail establishments, healthcare organizations, fnancial service providers
and government agencies. There are specifc compliance reports for the Payment Card Industry (PCI) Standard, Sarbanes-Oxley (SOX),
HIPAA, GLBA, and the Department of Defense 8100.2 Directive. AirDefense administrators can simply print the applicable report to
demonstrate the wireless network’s compliance.

TROUBLESHOOT WIRELESS NETWORK PERFORMANCE === N
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With a real-time view of all WLAN traffc, AirDefense enables network |z«

administrators to remotely troubleshoot problems, identify and respond to network = i = sl
mis-confgurations, and monitor the networks availability. AirDefense analyzes - g

traffc fow to interpret WLAN performance and identify usage characteristics, “ s

interference from neighboring WLANSs, channel overlap, and performance = " e =TT e
degradation. Sy T

Administrators can drill down into a live, streaming view of devices, BSSIDs, |~ i L T ErT
and channels to review: : S :

» Remote frame captures

* Authentication errors
* AP confguration issues b ﬂ!ﬁl‘

* Network interference




INVESTIGATE INCIDENTS WITH FORENSIC DATA

AirDefense Enterprise provides forensic data that allows you to
retrace any one device's steps down to the minute. With forensic
research, investigating an event takes minutes instead of potentially
hours. Cases that normally would have required administrators to
physically visit sites can now be investigated remotely.

Administrators can rewind and review minute-by-minute records
of connectivity and communication with the network. By storing
more than 290 data points per wireless device, per connection, per
minute, AirDefense Enterprise allows organizations to view months
of historical data on a wireless device that was recently discovered
to be suspicious.

AirDefense stores important information such as channel
activity, signal characteristics, device activity and traffc fow.

AirDefense can display:

Time of attack/breach
e Entry point used

Length of exposure
Transfers of data

LOCATION TRACKING

AirDefense Enterprise includes powerful location track-
ing technology that allows administrators to minimize the
amount of time required to fnd a device when visiting a
site. After importing images of a foor plan and specifying
the characteristics of the building, AirDefense is able to
consistently locate devices within four cubicles.
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AirDefense Personal, an add-on for AirDefense Enterprise, protects end-user laptops when they travel away from the protection
of AirDefense sensors. AirDefense Personal is a software agent that enforces wireless policy for remote users. It quietly monitors
for malicious or accidental wireless activities and misconfgurations that may cause security exposures or policy violations.
AirDefense Personal provides uninterrupted protection for all mobile employees and their enterprise wireless assets - at work,
home, airports or other hotspots. Threats detected include risky confguration, insecure communication, suspicious WLAN

settings and risky WLAN connectivity.

It integrates with AirDefense Enterprise for:

« Centralized policy defnitions and analysis
e Combined alarm management & reporting
* Automated enforcement

« Comprehensive reporting
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ARCHITECTURE & TECHNOLOGIES

AirDefense uses collaborative intelligence with secure sensors that work in tandem with a hardened purpose-built server appliance to
monitor all 802.11 (a/b/g) wireless traffc in real time for the highest level of security, rogue mitigation and policy enforcement.

Network Correlation Engines

AirDefense correlates events across the network and its intrusion detection engines analyzing all activities with a complete,
encompassing view of the airwaves. In most environments, more than one sensor may recognize the same access points and wireless
devices. Threats and policy violations against these devices are correlated to provide accurate alerts and eliminate false positives.

Multi-Dimensional Intrusion Detection Engines

Traditional intrusion detection systems are plagued by false alarms because they rely on a single detection technology - attack
signatures. AirDefense’s Multi-Dimensional Detection Engine integrates multiple detection technologies to recognize all known and
unknown threats.

Security breaches are identifed based on:

» Context-aware detection schemes A| RDEFENSE SERVER APPLIAN CE

" Threat signature analysis DISCOVERY -+  DETECTION = ANALYSIS

¢ Anomalous behavior
 Protocol assessment
* Policy compliance

PROTOCOL ABUSE

AIRDEFENSE TECHNOLOGIES

ANOMALOUS BEHAVIOR

SIGNATURE ANALYSIS

Alarm Correlation

POLICY MANAGER

Context-Aware Detection Schemes

ENTERPRISE-CLASS SCALABILITY WITH LOWEST TCO

Scalable
AirDefense Enterprise’s distributed architecture supports sensors in hundreds of locations reporting back to a centralized server.
One server supports up to 100,000 devices with 30,000 devices concurrently active.
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Correlation Across Sensors

AirDefense Sensors

Centrally-managed
Using a single interface for policy enforcement, system/sensor updates & system management, AirDefense Enterprise is easy to
use with dashboards and wizards that provide role-based views.

Easily deployed & reliable
AirDefense Enterprise is an appliance based solution and uses zero-confguration sensors requiring minimal effort to deploy. For
redundancy, a secondary appliance can be deployed.

Low bandwidth requirements
Patent-pending optimization algorithms to minimize the amount of wired bandwidth to less than 3 Kbps per sensor, while continuing
to maintain full, centralized correlation and complete security.






